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Background

Comparison of  CAN bus Security Methods： 
Protection against unauthorized manipulation and replay attacks. 

Message authentication code (MAC) in the data field for CAN frame.
Drawback：Additional delay, payload occupy
Note:	In	case	a	MAC	is	used,	it	is	possible	to	transmit	and	compare	only	parts	of	the	MAC.	This	is	
known	as	MAC	trunca?on.	

Designing a New Protocol Based on CAN : CAN+.
Drawback： Slow the data rate of transmission，additional delay

ID anonymization—>（ID Hopping）

Constraints of CAN security in autonomous vehicle 
 Real-time，Bus utilization, Schedulability  analysis, Cost,  Energy.，
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The application layer's ID is written to 
the register
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Entropy Analysis

In this experiments we consider 
the system consisiting of $200$ 
messages in single CAN cluster 
(We expanded the message set 

based on the Table II ), the 
probability of message obtaind 
based on Equation (9), and the 
average entropy of IDs in CAN 

cluster in sampling period $T$ is 
obtaind by Equation (12). The 
results of this comparison are 

shown in Fig.13. 
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Entropy comparison Analysis

Entropy value compare with different Sampling period. Entropy value compare with different message number.

Entropy value compare with different ID hopping pages. Entropy value compare with different message number.



Thank you！ 



⽇日本学习⽣生活⽅方⾯面的归纳总结

⼀一、学习模式：每周讨论+汇报+发表模式 
⼩小组讨论追细节；汇报求效率把⽅方向；发表锻炼（课⻓长负责制，时间
固定，⼈人员平均⼀一年年两次）。 
对我⽽而⾔言，更更多的学习，在于向同研究室同学的学习和交流。 

⼆二、实验室活动： 
每年年四次聚会（迎新会，忘年年会，送别会，结业会） 
课⻓长负责组织，⾃自愿参加，全员AA（教师会多点） 

三、实验室环境： 
软件⽅方⾯面：内部wiki⽹网站（实验室管理理，资料料），事务秘书。 
硬件⽅方⾯面：设备好⼀一点，⾯面积⼤大⼀一点，所有电脑联⽹网的打印机，⼤大型
海海报打印机。
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