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IDH-CAN: A Hardware based ID Hopping CAN Mechanism
with Enhanced Security for automotive Real-Time Applications
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A history of the computer taking control

1912 1947 1950s 2012 2015 2016

First aircraft U.S. Air Force C-54 GM and RCA Google car Audi A7s Uber and
autopilot makes a transatlantic  fest vehicleson  passes Nevada drive from nuTonomy begin
developed flight, including automated driving test on  San Francisco festing self-driving

by Sperry takeoff and landing highways using 22 kmroutein tolasVegas  taxis in Pittsburgh

Corporation completely under the radio controls Las Vegas and Singapore
\ control of autopilot 5 \ \
o\ ° o \ .)—. / 4/4
Around 1900 1925 1950s 1998 / 2013 / 2016 /
Completely Houdina Radio Automatic Mercedes-Benz, Mercedes-Benz  An Otto
automated Control push-button Toyota and S-Class goes 100  autonomous
push-button demonstrates a elevators Mitsubishi km on highways transport truck
elevators radio-controlled infroduced begin offering and streets in drives about 200
available in small car operated by en masse adaptive cruise ~ Germany km to make a

apartments a following car control beer delivery in

- Colorado
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Background

Comparison of CAN bus Security Methods:

Protection against unauthorized manipulation and replay attacks.

Message authentication code (MAC) in the data field for CAN frame.
Drawback: Additional delay, payload occupy

Note: In case a MAC is used, it is possible to transmit and compare only parts of the MAC. This is
known as MAC truncation.

Designing a New Protocol Based on CAN : CAN+.
Drawback: Slow the data rate of transmission, additional delay

ID anonymization—> (ID Hopping)

Table 1 Security comparison of CAN Security Enhancements

attack types MAC?! CAN+" 1D anonymization "~
Reverse engineering v X N
Replay X X A/
Sniffing v \ \

Constraints of CAN security in autonomous vehicle

Real-time, Bus utilization, Schedulability analysis, Cost, Energy..

' ERTL LEBAFAFIRBEEEHRE
AR PILZ A LS 2T LHEE



Our approach
IDH-CAN

One page of ID hopping table is
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Physical IDs changed when ID hopping happened.
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Data flow in IDH-CAN.

Application ID

application software

Application IDs
table based priority

Application IDs
table based priority

Input:priority_order of
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Output:Application_id for
application software
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Input: priority_order
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ID hopping table

ID hopping based on the message counter and ID table.
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Hardware based implementation

ID Hopping controller

rx_tx_message_counter[3..0][0

clk T

receive_bit >
send_bit >

we (GND) D~

id_i[10..0] >

an_id_hopping_table_ram:i_can_id_hopping_table_ram
clk
can_id_priority_table:i_can_id_priority_table m:":;hn
Sel
y idout[10.0] f————»id_o_1[10..0]
= ‘s id_priority_output[T..0] §——
receive bit data(10.0] il
send_bit priority sent_id[7..0] id_priority_input[7..0]
we application_id_output[10..0] ID_table page addr[3..0]
application_id_input[10.0]
addif7 ] ID hopping table
pid_o_2[10.0
Application IDs table 21 !
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CAN regisiters

RTL view of the ID Hopping CAN controller.

\ Bit Stream Processor




The message ID is written to the register. Waveform simulation
task 3=*a Frame ] /) CAN TP core sends frames

_BDa3lcy A4 Al
begin
f/wWrite register for message transmitter send out
write register(8°'dl0, &'h00); // Writing ID[10:3] = 0x00000000
write register(8'dll, 8'h08); // Writing ID[2:0] = 0=x001, rtr = 0,|length = &
write register(8'dl2, B'hoe): // data byte 1
write register(8'dl3, 8'h78):; // data byte 2
write register(8'dl4, 8'hBa): // data byte 3 ]
write register(8'dls, 8'hbc); s/ data byte 4
write_registerga'dlﬁ: _3.-_..1:1,2:; // data k:':':E 5| The application layer's ID is written to For transmltter
write:registeriﬁ'le, g8'nf0): // data byte & the register
write register(8'dl8, E8'hO0f): // data byte 7
write register(8'dl%, B'hed); // data byte &

The waveform on the physical CAN bus.

LI LU - 1D field [N e —— Ack signal | U
I TR oty < <" apm] |_||_| |_| [ e (O T T i gl

TX I o S V[V ™

The waveform on the physical CAN bus.

- | For receiver

N 1D field, ID1 'Ack signal N 1D field, ID2 'Ack signal ) 1D field, ID3
F (490254400)
#F (430524300) Eeading regi%EF¥ [20] = Ox0
# (490962400) Reading register| [21] Oxel
# (490999300) Reading register [22] Oxlz2
# (4391037400) Reading regi%EF“ [23] 0x0
# (431074300) Beading registe¥| [24] Ox62
#F (491112400) Beading register [23] Oxlz2
# (4911493900) Beading register [2&] Ox34
# (491187400) Reading register|[27] Oxl
F (491224300) Eeading Egiggé% [28] Oxc2
# (491262400) Reading register [29] = 0xl2
F (491262500
+ (491299900 The IDs read from the FIFO buffer . . _
F (431299900)y Writing register [1] with UxZ The message |D IS ertten tO the reg|8ter.
# (491337400) EBx buffer released.



Evaluation

Block diagram of evaluation platform

036h

Altera cyclone/ 3 _ : won
EP4CE22F17C6N : :

IDH-CAN SN65HVD
| controller 232D

CAN
BUS

NiosII embedded processer

TOPPERS |
JATK2

Avalon Interface

Transceivers

hardware PCAN-USB FD s | Bit rate: S00 kBit/s /2 MBit/s | Status: oK

PC: Win7 Intel® Core™ i7- - ! —
4790 CPU@3.60GHz 3.60GHz USB blaster 3

for power and
download

PCAN-View Cygwin

PC with
PCAN view
and corlsole S

TABLE 1V: Tools uscd for the cxperiment

I'roduct Model Name note
FPGA Platfrom DEQ-Nano Altera EPACE22F17CH A USB to CAN
t
Computer Dell Optiplex 8020 No / i °
o ECU with ,‘
Connector PCAN Interface Device IDILCAN \ CAN HUB x4
SV PCAN-view, Cygwin | Network Tool for Vehicle Nethork m
Controller

PERFORMANCE COMPARISON OF ggIL;EEICIURITY ENHANCEMENT METHODS
MAC[12] [13] | CAN+ [15][24][11] [14] | IA-CAN[16] | ID hopping[17] | Proposed
Computational complexity High Middle Low Low Low
Tine delay Middle High No Low No
Play load consumption High No need Middle No need No need
Additional messages No need Need No need Need One
Schedulability analysis Easy Complex Complex Complex Easy




Entropy Analysis

TABLE II: SAE benchmark based message set

Message ID | Size (bytes) | T(ms) | D(ms)
1 0x23F 1 50.0 5.0
2 0x24F 2 5.0 5.0
3 0x33F 1 5.0 5.0
4 0x30F 2 5.0 5.0
5 0x31F 6 10.0 5.0
6 0x32F 3 10.0 5.0
7 0x33F 6 50.0 10.0
8 0x34F 4 50.0 20.0
9 0x35F 1 100.0 50.0
10 0x41F 4 100.0 50.0
11 0x43F 1 500.0 50.0
12 0x440 1 1000.0 | 200.0
13 0x505 2 1000.0 | 1000.0
14 0x545 8 1000.0 | 1000.0
15 0x59B 8 1000.0 | 1000.0
16 0x7DF 8 1200.0 | 1000.0
17 0x7EO0 8 1500.0 | 1200.0

In this experiments we consider
the system consisiting of $2003
messages in single CAN cluster
(We expanded the message set
based on the Table Il ), the
probability of message obtaind
based on Equation (9), and the
average entropy of IDs in CAN
cluster in sampling period $T$ is
obtaind by Equation (12). The
results of this comparison are
shown in Fig.13.

TABLE III: ASIL level and N _pagcs Configuration

ASIL | N_page | Memorysize
A 4 10Kbits
B 8 20Kbits
C 16 40JKbits




Entropy comparison Analysis

Entropy value compare with different sampling period
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