Model-based Security Testing:
an Empirical Study on OAuth 2.0
Implementations
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e !: We do not consider State Sg, S+ afterwards, as they occur in the

server side of the application.

e 2: This figure is another representation of Fig. 1. We often exchange
these two figures in the rest of this paper.
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redirect_url, state, scope, client_id].
e State Sy = [Alice_Status, Eve_Status, App_IdP, knowledge_pool].

lan opensource project based on NModel [23], which takes a system
model as input and output test cases.
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Table 1: Properties and its Correspondig Fuzzing Scheme of Key Parameters

Propety Fuzzing Scheme
constant Compare the values between different sessions and users
mandatory parameter Remove this parameter and randomize its values
. used for once or multiple times | Substitute the value with an used one and compare the response
variable - - -
user-specific Substitute the value with a fresh one of another user
session-specific Open a new browser and get a fresh value of this parameter to substitute the existing one
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Table 2: Statistics of STATE Parameter Misuse® 2

1dPs (NO. of Lack Lenient STHII‘E
Applicaticns) STAT!E STAT!E Not Bind STATE Replay Summary

Validation | Vahdation | to User

Multiple Use Same STATE Constant STATE
Until Next Login | for One Browser Parameter

Facebook (79) 12.50% 14.20% 21.42% 3.37% 14.29% 7.14% 35.72%
Sina (182) 13.32% 13.32% 39.97% 38.66% 10.68% 32.01% T4.67%
Renren (68) 18.17% 9.09% 30.31% 18.19% 12.12% 24.23% 65.13%
Tencent Weibo™ (36) 12.50% 12.50% 12.50% 37.50% 12.50% {0 50.00%
Average (403) 13.09% 11.85% 37.53% 18.52% 11.36% 20.00% 35.31%

o ! We divide the number of App with specific problem by the number of tested applications which use the STATE parameter.
o 2 There may be overlaps. For example, applications lacking of validation may also be susceptible to lenient STATE validation.
o < Only 8 applications use the STATE parameter, thus the distribution is skewed.
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