Automotive Cyber—Physical
Systems: A Tutorial Introduction
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Most of the innovation in the automotive domain
IS in electronics and software. All new features in
modern cars—Ilike advanced driver assistance
systems—are based on electronics and software
rather than on mechanical engineering
Innovations.

A modern high-end car has over 100 million lines
of code and it is widely believed that this number
will continue to grow in the near future.
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Such code implements different control
applications spanning across various
functionalities—from safety-critical functions, to
driver-assistance and comfort-related ones.

These applications run on a distributed
electronics and electrical (E/E) architecture,
consisting of often hundreds of programmable
ECUs that communicate via different types of
communication buses like CAN, FlexRay, LIN,
and more recently also automotive Ethernet.



.\ R E=

1380 Bk 5 TV 2 BAR B BCse, i il A Re
B TS, Oy CIP RSN, AR R A s
f IS I A R A AL g B N AUS I 35 & 58
(RS

2. ARSI SOk sk Z AR B FOR, S EUX
Lo n] AR ME SR B S & W VR A B . RN AE/EAR
RGN B B 3 AT AR AR, S 1K 2 ] %]
AR B2 M AR B




—\ RE=R

—

3.1, FESEIL it B A, EEHAR T
HSEH L AAFAERBCR R RE R B, B 15 50 B AT RE
SFEARAMEE . IAAAESUEFRXE, 1My H 22065
PR FURE T3 0 2R GERA .
4 EIRGCPSH, [ JUIRe L BRI, IBAFHE
e B A BRI, VRZE A AT O B
ROSEH AN E A, 2] SR A R HLAE T
RIS P S

_[

A




=\ 1‘|‘} }fi

1.1 RICPS M¥it. CPSEiTiu Ay iy Femt &l
FVE M s AT IR EE TR S EROE T
Fiit) o

VG ETEAR 28 4578 B 70 AT 2R S ) 4R 1 A5 45 18 (1)
CPSHix 1ty se R MR, H &N i fEiX
— W57 A B — L R




=\ WITHAEE

win, &4 FHVAC (heating, ventilation, and air
conditioning) AN LR 1 &7 1 AN BEFE, 1T 2
IS 1 Ll 7 i A ECU A AR s v i S RGP0 ) T
VEIREE . & A TH 4% ] S5 AT DU 1 28 ) it
FHAN, RESIER 2t Csecurity) tE—H
A PR R A, RO SR A R A A R .
K e g Z Rl 3 ylan], IAE T aa H
T




=\ WItAZEFE

2NN . X —HFERIE T R R
Kb 3% S i R 1) B i3 e UL R A IE A AL Bk R . 1H
B, W WIAAIAR R . AURIEE ) BRS 2 [R] 1 22 B 45
50 B RGN A BB T E N, A
VATFHE, MRER TR AR iR AR R
45 ARSI 2 (R A A2 HAE A
FATEA TRV EA A=A, A EFRENE




3. R mitEH| RSt .

Ax(t) + Bu(t)
Cx(¢) (1)

%t 1)

y(i)
tr =kRh, R=0,1,2,3,.... The interval (fx1— 1) 1s
the sampling period h. The sampled system states
are x|R| = x(t). Similarly, the sampled system out-
put is v|kR| = y(t;). The control input is updated
only at the discrete-time instances # and is held

constant over the sampling interval A using a zero-
order hold (ZOH) circuit. Thus
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u(t) = ulkl, ts <t < thya. (2)

The above ZOH implementation can be modeled
by solving (1), resulting in

x|k + 1] = Aax|R] + BaulR]
ylk] = Cxk] 3)

where

h
Ag =M By = / (e*dT)B. (4)
0



3.1. Quality of control (QoC).

Quality/performance of a control application is
often quantified with respect to user requirements,
for example, speed of response and comfort.
Settling time is a widely used metric to quantify
QoC. Shorter settling time implies better QoC. In
many safety-critical automotive control loops,
there is a maximum settling time that must be
satisfied for functional correctness.
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3.2. Controller.

Controller. |A controller aims to design u[k] such
that the QoC requirements are met. The general
structure of a linear state-teedback controller is as

follows:
ulk| = Kx|k| + Fr (5)

where K is the teedback gain and F 1s the teedtor-
ward gain. A control algorithm computes the gains
K and F.



3.3. Controller design.

Controller design. The discrete-time dynamics in
(3) with control input (5) is called the closed-loop
syste\m dynamics

x[k + 1] = (Aqg + BsK)x[R] + BaFr. (6)

Stability of a plant and control system depends on
the eigenvalues of (Aq + B4K), which are referred
to as the system poles and are denoted by p; tor

F=1/(Cq(1—Aq — Bg x K)"'By) (7)



4. Resource-aware automotive control software
design. In this section, through examples, we
outline how computation-, memory-, and
communication-aware control applications may
be designed.



4.1. Computation-aware control systems design
OSEK/VDX-compliant operating systems
(OSs), with preemptive fixed-priority scheduling, are

widely used in the automotive domain. With
such an OS once each application gets released, it

Is allowed to access the processor periodically.



4.1. Computation-aware control systems design

Here, a time table containing all the periodic
release times within the alleged hyperperiod of the
applications needs to be configured.

Generally for a feedback control application, a
shorter sampling period allows the controller to
respond to its plant more frequently, and is thus
potentially able to achieve better QoC. The obvious
downside is a higher processor load.



4.1. Computation-aware control systems design

1. Considering a single processor p

N =l (9)

{i|C; runs on p}

Clearly, increasing the sampling period of a control
application decreases 1ts processor load, and thus
potentially enables more applications to be inte-
grated on the ECU, thereby resulting in a more
cost-eftective system.



4.1. Computation-aware control systems design

A computation-aware controller, on the other
hand, can switch between multiple available
sampling periods offered by the OSEK/VDX OS,
thereby achieving the desired QoC and reducing
processor load simultaneously [17]. However,
the controller design 1n such cases has to take
Into account this switching between sampling
periods and is different from the design outlined
In the section Feedback control systems. Possi-



4.1. Computation-aware control systems design

[n order to avold varying sensor-to-actuator delays,
the actuation occurs at the end of a sampling
period and the sensorto-actuator delay is equal
to one sampling period.

x|k + 1| = Aq(T1)x|R| + Ba(T1)ulk — 1]
x|k + 2| = Aq(T2)x|k + 1| + Ba(T2)ulR|

XV&' —i—N] :Ad(_TN)X[k—}—N—]]—|—Bd(TN)U{k+N1]. (1 1)



4.1. Computation-aware control systems design

[ AT BATH |
zlk+j] = di,”) d(()j) ZlR 1]
+ [0 1Tulk+/ -1 (12)

The control input is designed as

R +j—1| = KzlR+j— 1| +.E. (15)
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Figure 1. Allowed switching instants among multiple
sampling periods.



4.2. Memory-aware control systems design

Memory and especially on-chip memory on
ECUs substantially increases the ECU cost. In
many automotive setups, the code for different
control applications is stored in a bigger
inexpensive flash memory. Before a particular
application is executed, its code is fetched from
the flash to the on-chip memory located on the
processor. The smaller the on-chip memory is,
the more cost effective is the ECU.



4.2. Memory-aware control systems design
The question is, following a CPS approach,
can the control algorithms be designed to mitigate

such delays and exploit this memory hierarchy?
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Figure 3. Each application is consecu-
tively executed three times. After the first
execution C;(1), some instructions in the
cache can be reused and thus the WCETs
of the following two executions are
shortened, resulting in improved QoC.



4.3. Communication-aware control systems

design
FlexRay supports both time-triggered (TT)

and event-triggered (ET) or priority-based
communication schemes. When the characteristics
of the communication bus are not considered
during the controller design phase, the controller is
designed with assumptions on timing parameters
like sampling periods and sensor-to-actuator delays.



4.3. Communication-aware control systems
design
In FlexRay, the TT communication has
deterministic timing behavior and results in a
constant message delay, whereas the delay
suffered by messages mapped onto the ET
segment varies. There is a tradeoff between the

number of TT slots used and the QoC.



4.3. Communication-aware control systems
design
Hence, configuring the FlexRay parameters
appropriately—to ensure certain message delay
constraints—and mapping all control messages to

the TT segment is a straightforward solution.



4.3. Communication-aware control systems
design
However, TT slots are considered to be more
expensive and the question is: Given a set of
control applications and their corresponding control
signals, can good QoC be achieved by using fewer
TT slots compared to when all messages are

mapped to TT slots?



4.3. Communication-aware control systems
design
In what follows, we describe a scheme that
realizes this. Here, control messages are switched
between TT and ET slots. This protocol is illustrated

in Figure 4.



4.3. Communication-aware control systems

design

IIxIl = E,

ET x> Esp T Yes TT
Communication available? Communication
W

Figure 4. The hybrid communication protocol.
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4.3. Communication-aware control systems

design

In addition, the interaction between

communication and control theory has attracted a
lot of attention in general, and also in the context of
iInvehicle communication protocols. One of the
Issues here is to quantify the tolerable message
loss/delay in the case of distributed controller
Implementations, while still maintaining control
quality.




5. Battery- and reliability-aware controllers
5.1. Co-optimizing QoC and battery usage
5.2. Semiconductor aging effects

5.3. lllustrative results: Electric motor control

6. Automotive climate control



7. Cyber—physical automotive security

With increasing vehicle intelligence and
connectivity, security and privacy have become
pressing concerns for automotive systems. In this
section, we will discuss automotive security
challenges and the importance of using

cyber—physical approaches to address them.



7. Cyber—physical automotive security

Researchers have shown that modern venhicles
can be attacked from a variety of interfaces including
physical access such as OBD-Il and USB,
short-range wireless such as Bluetooth, remote keyless
entry, tire (2 h1) pressure sensors and RFID (Fok &t
R 3) car keys, and long-range wireless channels such

as broadcast channels and addressable channels.
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The end!



