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Abstract With the wide application of computer, communication and control technologies in train operation control
system, the degree of automation and informatization of urban rail transit is continuously improved. However, univer-
sal computer equipment and communication technologies adopted by the method of CBTC (communication-based train
control) bring serious security risks to the CBTC system. In view of this, it is of great significance to quantify and
dynamically evaluate the information security risks of CBTC system. In this paper, a topology model of CBTC networks
is built according to the characteristics of equipment and communication links. Combining the capacity loss from per-
formance changes of train control under security risks, the 2D structural information entropy is constructed, which can
comprehensively characterize the cyber space and physical space features, to model and evaluate the information security
risks of CBTC system. Finally, with a hardware-in-the-loop simulation platform for urban rail transit CBTC security, the
effectiveness and accuracy of the proposed approach are verified.
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