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A Review on False Data Injection Attack Toward Cyber-physical Power System
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Abstract With the development and application of information communication technology, the power flow and the infor-
mation flow are becoming deeply integrated in order to achieve panoramic state awareness and control decision. Therefore
the power system has been transformed into a typical cyber-physical system (CPS). Considering the open communication
environment and complex cyber physical coupling mechanism, the information risk has become an important issue posing
severe threats to the secure operation of power systems. False data injection attack (FDIA), as a typical attack mode
destroying data integrity, can interfere with the control decision. In this paper, the attack process and defense method
of false data injection are analyzed and summarized. Firstly, from the perspective of attackers, the goals, strategies and
consequences of FDIA are comprehensively discussed. Then, from the perspective of defenders, the protection and detec-
tion countermeasures are discussed. Finally the co-simulation technology is utilized to construct associated attack-defense
platform of cyber-physical power system (CPPS), which is aimed at modeling and assessment of the attack and defense
processes of false data injection.
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The framework of cyber physical power systems
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